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AyteHTuduKanms

Bezonacnocts uHpOpMALTUH

['ocynapcTBenHas
UH(pOpMaLMOHHAs CUCTEMa

Hoctyn K uHpopMauu
JocTynHOCTh

3amuTa uHGopmanuu
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amuiaemast ”HQopMaIus

Nnentudukamms

NudopmanmonHas cucrema

HNudopmaninonHsle pecypcsl

Nudpopmaiimonsele
TE€XHOJIOTHH

Nudopmanus

KonTponupyemas 30Ha

KonduaeHunanbHOCTh

TEPMHWHBI U OITPEJIEJIEHUSA

JleicTBUA 1O MpOBEpKE NOMIMHHOCTH CYOBEKTa JOCTYyIa
B MH(POPMALIMOHHOH cUCTEME

CocrosiHME 3aILUIIEHHOCTH HHGOpMAaIMM, HIOpU KOTOPOM
obecriedyeHbl  e€e  KOH(QUACHIUAIBHOCTh,  JOCTYIHOCTh
U 1IEJIOCTHOCTb

WudopmanronHas cucreMa, co3aaBaeMas B IeIsX pearu3aliu
MIOJTHOMOYHNH rOCyAapCTBEHHBIX OpraHoB
u obecrieueHuss oOMeHa wuHGpOpMAIMEd MEXKAY OSTHUMH
OpraHami, a TaK)K€ B MHBIX YCTAHOBJIEHHBIX (elepanbHbIMU
3aKOHAaMH LIEJSIX

Bo3mokHOCTB OsTydeHust MHGOpMaIuK U €€ UCIOJIb30BaHUs
Cocrosinre uH(pOpPMAIMH, XapaKTEepU3yeMoe CHOCOOHOCTHIO
TEXHUYECKUX CPEICTB W HMH()OPMAIMOHHBIX TEXHOJOIMH
obecrieunBaTh OECTIPEMATCTBEHHBIH JOCTYH K HH(pOpMaIHUu
CyOBEKTOB, UMEIOIUX Ha 3TO [TOJHOMOYHUS

3amura uMH(OpMAlMM, HAINpaBleHHAs Ha MpPEJOTBpalLeHUE
MOJIyUYEHHUs 3alMIIaeMoi HMH(OpMalMM 3aWHTEPECOBAaHHBIMU
CyOBEKTaMH C HapyIIEHUEM YCTAHOBJIEHHBIX HOPMAaTHBHBIMU
W TPaBOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JanaTensiMu
uHboOpMalMM MpaB WM HpPaBWI pPa3rpaHUYEHHUs JOCTyNa
K 3aluiiaeMoi HHpopManuu

Wndopmanus, sBIAOMAsCS NPEAMETOM  COOCTBEHHOCTH
W TOAJIeKaIas 3alluTe B COOTBETCTBHHM C TPEOOBAHUSIMHU
IIPABOBBIX JIOKYMEHTOB WIin TpeGOBaHUAMH,
yCTaHaBIMBAaEMbIMU COOCTBEHHUKOM MH(pOpMaLIUn
[IpucBoeHne cyobekTaM U 00BEKTaM JOCTYIa HACHTH(GHUKaTOpa
U (WIM) CpaBHCHHE NPEIbIBISIEMOro HACHTU(UKATOpA
C TepeyHeM MPUCBOCHHBIX UACHTH(PHKATOPOB

CoBOKYMHOCTh cojepkalieiics B 6a3ax TaHHBIX MH(OpMAIUH
n oOecreyuBarOIUX ee 00paboTKy HH(OPMALMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJCTB

OTtnenbHBIE NTOKYMEHTBI M OTAEIbHBIE MacCHUBBI JTOKYMEHTOB,
JOKYMEHTBl UM  MAacCHUBBl  JIOKYMEHTOB, COJep Kaluecs
B UMH(pOpMAlMOHHBIX cuUcTeMax (OubnMoTeKax, apxuBax,
¢doHaax, 6aHKax JaHHBIX, UHOOPMAIIMOHHBIX CUCTEMaX JAPYrux
BU/JIOB)

IIponiecchl, MeToAbl MOHMCKa, cOopa, XpaHEHHs, OO0pabOTKH,
MIPEIOCTABIIEHUS, PACIIPOCTPAHEHU MH(OPMALIUK U CIOCOOBI
OCYILECTBJICHHSI TAKMX IIPOLECCOB U METOJOB

Ceenenus (cooOrenws, JTaHHbIE) HE3aBUCUMO
OT (OpPMBI UX TPEACTABICHUS

[IpoctpanctBo  (TeppuTOopWsi, 34aHHE, YaCTh  3/aHUA),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYyeMoe NpeObIBaHUE JIHIL,
HE UMEIOUIMX T[OCTOSHHOTO WM  Pa3oBOro  JIOMYCKa,
Y TIOCTOPOHHUX TPAHCIIOPTHBIX CPEJCTB

OO6s13aTenbHOE ISl BBIIOJIHEHUS JIUIIOM, MOJYYMBIIUM JOCTYII
K ompeneneHHod uHpopMmaiu, TpeOoBaHHE HE INepenaBaTh
TaKkyl0 HMHQOpPMalUIO TpeThUM JuLaM 0e3  corjacus
ee oOmagaress



O6paboTka nepcoHaIbHBIX
JaHHBIX

Omnepatop

IIepcoHanbHbIE JaHHbBIE

Yrpo3a 6e3omacHocTH
uHbOpMaIuu

Y 93BUMOCTD

[lenocTHOCTD

JlevicTBust (omeparyu) ¢ MEPCOHAIBHBIMU JAHHBIMH, BKIIIOYAs
cbop, cucTemMaTH3alio, HAKOIUIEHHWE, XpaHEHHE, YTOUHEHHE
(oOHOBNICHUE, U3MEHEHHE), UCIIOJIL30BAHUE, PACIIPOCTPAHECHHE
(B TOM umcie mepenady), oOe3aMUMBaHHE, OJOKHPOBAHHE,
YHUYTOKEHHUE TEPCOHATBHBIX TAHHBIX

TpaXJAaHUH WIM OPUAWYECKOE JIUI0, OCYILECTBIISIOIINE
JESITeTBbHOCTD 10 JKCIUTyaTallud MH()OPMAIIMOHHONW CHUCTEMBI,
B TOM u4ucjiae 1o oOpaboTke wHMOpMaIUU, CoaepIKaIIeHcs
B €€ 0a3ax JaHHBIX

JIrobas mHbopManus, OTHOCALIA’ICS K MPSIMO HJIM KOCBEHHO
OTIpEICIICHHOMY WJIH OTIPEICISIEMOMY (PU3NUECKOMY JTUILY
COBOKYIHOCTh ~ ycliOBUH U (AaKTOpOB,  CO3JAIOIIUX
MOTEHIHAIBHYIO 17001 peanbHO CYILIECTBYIOLYIO
OIIACHOCTb, CBS3aHHYIO c YTEUKOM uHpopManuu
W/WIIM HECAaHKLIMOHUPOBAHHBIMH W/MJIHM HENPEIHAMEPEHHBIMU
BO3/ICHCTBUSIMU Ha Hee

Henocratok (cmaboctn) MPOrPaMMHOTO
(TIporpaMMHO-TEXHUYECKOTO0) CPEJCTBA MM WH(POPMALMOHHON
CHUCTEMBI B IIEJIOM, KOTOPBIA (KOTOpas) MOXET OBbITh
WCTOJb30BaHA JUIA  pealnu3alii  yrpo3  0e30MacHOCTH
nHpopmauu

YcroliunBocTh  MH(MOpPMALMKM K  HECAaHKIMOHUPOBAHHOMY
WM CIy4aifHOMY BO3JICHCTBHUIO Ha Hee B mpoliecce 00paboTKu
TEXHUYECKUMHU CPEICTBAMHU, PE3YJIBTATOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHHE U UCKAKEHUE NHPOPMATUU
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1 OBIIME NOJOXEHUA

Hacrosmas [Tonutuka siBnsieTcst JOKYMEHTOM, ONPEEIIIONIUM HalpaBIeHus AesTeIbHOCTH
B o0Omactu oOecrmeueHuss HWHPOPMAIIMOHHON  O€30MACHOCTH W NPEICTABISIET  COOOM
CUCTEMAaTHU3UPOBAHHOE U3JIOKEHUE Leel U 3a7a4 HHPOPMAIIMOHHON 0€301MacHOCTH, KaK OJTHO WJIH
HECKOJIBKO IPaBWJI, MPOLEAYpP, MPAKTUYECKUX MPUEMOB M PYKOBOJSAIIMX HPHUHILMIIOB, KOTOPBIMU
PYKOBOJACTBYETCSl YUpeKJEeHUE, a Tak)Ke OPraHU3allMOHHBIX, TEXHOJOTHUYECKUX U MPOLETYyPHBIX
aCIeKTOB o0ecreyeHuss HHPOPMALMOHHON 6€30aCHOCTH.

[Tonoxxennss  Hactosmiedt  [lomutuku  He  pacmpocTpaHsloTcss Ha — obecrieueHue
MH(POPMALMOHHON 0€30IaCHOCTH CBEJCHHI, COCTABIISIONIMX TOCY/IaPCTBEHHYIO TaiHY.

OcHoOBHOW 3amaueld B oOyiact MHGOPMAIIMOHHOW O€30MacHOCTH YUpEKJIeHHWE IPU3HAET
COBEPILIEHCTBOBAaHME MEp U CPEJACTB oOecredeHusl 3amuThl HHGOpMauu HHGOPMAIIMOHHBIX
pecypcoB  YupexaeHue B KOHTEKCTE pa3BUTHSI 3aKOHojaTeiabcTBa Poccuiickoin denepauuu U
HOPM  PperyjlupoBaHus  WH(POPMALMOHHOW  JIEATEIBHOCTH B TEKYyLUX YCIOBHAX
G yHKIIMOHUPOBAHUS HHPOPMAILIMOHHOTO TOJIS.

[Tpu pa3pabotke [TomuUTHKN y4UTHIBAINCh OCHOBHBIC MPUHLHUIIBI CO3AAHMS CUCTEM 3aIIUTHI
uHpOpMaLUK,  XApaKTEPUCTUKA WU  BO3MOXKHOCTH  OpPraHMU3ALMOHHO-TEXHUYECKUX  MeEp
U COBPEMEHHBIX NMPOTPAMMHBIX U alnapaTHO-MPOrPAMMHBIX CPEJICTB 3alIUThl HH(POPMAIUH.

B pamkax cBoeill AesTenbHOCTH YupexaeHue o0A3yeTcss MpeaIpUHUMATh BCE BO3MOXKHBIE
MeEpBbI Ui 3alIUThl HTHPOPMAIIUU OT yrpo3 6e30macHOCTH HHGOPMAIIUH.

TpeboBanus uH(POpPMAaLMOHHON OE€30IIaCHOCTH, COOTBETCTBYIOT MLENISAM JE€STEIbHOCTH
VYupexxaeHuss ¥ TNpeAHa3HAUYeHbI JJs CHI)KCHUS PHUCKOB, CBS3aHHBIX C peaau3anueil yrpos
0e30macHOCTH HH(POPMAIIHH.

[TonuTuka nocTymHa BceM pabOTHUKAM YUpeKISHUS U BCEM MOJIb30BATEISIM €r0 PECYPCOB.

2 I1EJIA 1 3AJIAYYA OBECITIEYEHUS TH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexkTbl HHPOPMALMOHHBII OTHOLIEHUH

CybObexkramu npu obecriedeHUH HHQPOPMAIIMOHHON 0e30MacHOCTH B YUpexkIeHUU
SBJISIFOTCSL:

pabOTHHUKYU CTPYKTYPHBIX MOAPA3EICHUI (B TOM YHCIIe YBOJICHHbIE);

rpaxkaane, padoTarolye Mo J0roBOpaM IpaIaHCKO-TIPAaBOBOTO XapaKTepa;

duznyeckue nHIa, MPEACTABUTEIN KOHTPAreHTOB B paMKax HCIOJHEHUS JIOTOBOPHBIX
00513aTEIIbCTB;

dbuznyeckue 1A, MoAaBIue oOpaiieHue B aapec Y upeskaeHus;

IOPUINYECKUE JTUIA, B paMKaxX UCIOJHEHHS JOTOBOPHBIX 00S3aTENBCTB UM BO MCIIOTHEHHUH
TpeOoBaHMi1 cO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit denepannu;

Oprasbl rOCYy1apCTBEHHOM BIIACTH.

O0bexkTbl HHPOPMALMOHHBIX OTHOLIEH M

O6bexkTamu HHGOPMALIMOHHBIX OTHOIICHHUH SIBIISIOTCS:

uH(GOPMAITMOHHBIE PECYPCHI Y UPEIKICHUS,

roCy/llapCcTBeHHbIE  MHPOpMAIMOHHBIE  cHucTeMbl  OmepaTopoM  KOTOPBIX  SIBISIETCS
VYupexnenue;

nporecchl  00paboTku  uHpopManuu B HMHOOPMALMOHHBIX CHCTEMaxX  YUpexKIeHUs,
WH(OPMALIMOHHBIE TEXHOJIOTHH, PErJaMeHThl U MPOLETyPHI coopa,

00paboTkH, XpaHeHus U nepeaayu HHPopMaluy,
uHpOpMaIMOHHAs HMHMPACTPYKTypa, BKIIOYAIOIIAs CUCTEMBI 00pabOTKH, XpaHEHHS
6



U aHanu3a HHPOPMALUH, IPOTPaMMHBIE U TPOTPAMMHO-aIIapaTHBIE CPEICTBA, B TOM YHCIIE KaHAJIbI
CBSI3M U TEJIEKOMMYHHUKALUY,

CUCTEMBI U CPEJCTBA 3aIlIUThl HH(OPMALIUU, OOBEKTHI U MMOMEIIEHUS, B KOTOPBIX Pa3MELICHBI
cpeacTBa 00pabOTKK UHPOPMAITUH.

Lean obecnieyenusi HHGOPMAIMOHHOI 0€301ACHOCTH

OcHoBHON 1enbl0 oOecnedueHuss HWH(OPMALMOHHOW 0e30MacHOCTH YUpexkIeHUs SBISIOTCS
JIeMCTBUS HAIIPaBJICHbI HAa TOCTM)KEHUE 3AIIUTHI CYOBEKTOB HMH(GOPMAIMOHHBIX OTHOLICHUH OT
BO3MOXKHOTO HAHECEHUS UM MaTepualbHOro, (PU3MUecKOro, MOpajibHOrO0 WM HWHOTO yiiepoa,

MOCPEJICTBOM CIYYaHOTO WJIM MPEAHAMEPEHHOTO BO3/IEUCTBUS Ha
nH(pOpPMaIUIO, B TOM YHCIIE!
obecrnieueHus OTKa30yCTOMYUBOTO (G YHKIIMOHUPOBAHUS MIPOrPaMMHBIX

U alnapaTHO-NIPOTPAMMHBIX CPEACTB YUPEXKICHUS U NPEOCTaBISEMBIX CEPBUCOB;
COOJNIIOJIEHHsT PAaBOBOIO PpEeXHMMa MCIIOJIb30BAaHUS MAacCHBOB M  CpPEACTB  00pabOTKH
uHpopMaIuuy,
NPEAOTBPALCHUs] peain3aluu  yrpo3 0e30MacHOCTM HHGOpMALMKU IPU  OCYIIECTBIECHUU
JESATEIIBHOCTH Y YPEKIACHHUS.
3agauu obecneyeHus HHGpOpManMOHHON 6€30I1ACHOCTH
Hoctmxenne nenei odecrnedennss HHPOPMAMOHHON 0€30IacHOCTH U CBOWCTB MH(OpPMAIIHH,
VupexxaeHus pelaeTcs CaeAy0IUMHI 3aJa4aMHu.
3alUThl OT HECAHKLIMOHUPOBAHHOI'O JOCTYIa K HHOOPMALIMOHHBIM PECYPCAM;
pasrpaHuYeHusl JOCTYIa MoJib30BaTeiaed K MH(OPMALMOHHBIM, alllapaTHbIM, IPOrPaMMHBIM
U UHBIM pecypcam;
perucTpani M MNEPUOTUYECKOTO KOHTPOJS JEHCTBHH TONb30BaTeneil mpu o0paboTke
3aluInaeMoil HHGopMalru U NEPUOJIUIECKUIT KOHTPOJIb KOPPEKTHOCTH UX JIEHCTBUM;
KOHTpOJII LIEJIOCTHOCTH CpElIbl MCIOJIHEHMsI NPOrpaMM M €€ BOCCTaHOBJIEHHWE B Cilydae
HapyILICHNUS,
o0ecrieyeHuss ayTeHTUQUKAUMM U HMJICHTU(DUKALMU  [0JIb30BaTeIeH, Y4aCTBYIOLIMX
B HH(OPMAITMOHHOM OOMEHE;
obecnieyeHus UCIPaBHOCTH IIPUMEHSIEMBbIX B MH(POPMALIMOHHBIX CHUCTEMAaX
VYupexaeHus cpeAcTB 3alluThl HH(OpMaLUy,
CBOEBPEMEHHOTO BBISIBIIEHHE MCTOYHUKOB Yrpo3 0€30MacHOCTH HH(OpMAIUK, MTPUIUH
U YCJIOBMH, CHOCOOCTBYIOIIMX  HAHECEHHIO  ymepOa  3aMHTEPECOBAHHBIM  CyObEKTaM
MH()OPMALIMOHHBIX OTHOILIECHHI;
CO3/1aHHEM CIIy>)KObl MOHUTOPHMHTA U PEarupoBaHMsI Ha Yrpo3bl OE30MACHOCTH HMH(pOpManuu
Y HETaTUBHBIE MTOCIIEACTBHS,
CO3/IaHMEM YCIIOBHH JUII MUHUMM3AIlMM HAHOCUMOTO yliiepOa HelpaBOMEPHBIMU JEHCTBUSAMH,
U yCTpaHEHHE MOCIECTBUI HapylIeHNss MHPOPMAIIMOHHON 0€301MacHOCTH B YUpeKICHUU.
Pemenue BoilenepeyrcieHHbIX 3374 B Y UPEXKIEHUN OCYIIECTBIIAETCS OCPEACTBOM:
ydyeTa BcexX MOJJIeKaIlnX 3aluTe HHPOPMALUOHHBIX PECYPCOB;
KYpHAJIMPOBAHUS JIEUCTBUIN MEPCOHANA, OCYILECTBISIONIEr0 00CTyKUBAaHNE U MOJU(PUKALIUIO
HIPOTrPaMMHBIX M HPOTPAMMHO-ANINAPATHBIX CPEACTB HHPOPMALIMOHHBIX CHCTEM;
peryiaMeHTaIy MpoIeccoB 00padoTku nHpOpMaIuu, AeHCTBUN PaOOTHUKOB YUpexKACHUS,
OCYIIECTBISIOUINX IKCITyaTal[Mi0 TPOrPaMMHBIX U POTrpaMMHO-aNNapaTHbIX CPEJICTB, HA OCHOBE
YTBEPKACHHBIX OPTaHU3allMOHHO-PACTIOPSAUTEIbHBIX JOKYMEHTOB 110 3al[UTe HH()OPMALIUH;
Ha3HA4YEeHUS U MOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 3a OPraHU3aIMI0 U OCYLIECTBICHUE
MEpOoNpHUATHH 10 olecneyeHno HH()OPMAIMOHHOW O€30MacCHOCTH B YUPEKICHUU;
7



HAQJICTICHUS. KaXI0ro pabOTHMKAa MHHUMAJIbHO HEOOXOJMMBIMHU TpaBaMu Mpu pabdoTe
B HH(OPMAITMOHHON HH(PPACTPYKTYpPE COTIACHO MX JIOJDKHOCTHBIM 00S3aHHOCTSIM;

coOIOZICHHS BCEMU PAOOTHUKAMH, IKCILTYaTUPYIOIUMHU U OOCTY)KHBAIOIIMMH TPOTPAMMHBIC
U [pOrpaMMHO-allllapaTHBIE  CPENCTBAa, TPEOOBaHWA  OPraHU3AIMOHHO-PACIIOPSAUTEIBHBIX
JOKYMEHTOB I10 BoIlpocaM obecrieueHust nH(HOpMAIIHOHHON 0€3011acHOCTH;

NIEPCOHANBHOW OTBETCTBEHHOCTHIO KaKIOrO pabOTHHMKA 3a CBOM JICHCTBHS, YYacCTBYIOLIETO
B paMKax CBOMX (PYHKIIMOHAJIBHBIX OOS3aHHOCTEW B MPOIECCaX aBTOMATU3MPOBAHHOW 0O0pabOTKH
UH(POPMAITUN B UMEIOIIETO IOCTYI K pecypcaM HH()OPMAIIMOHHBIX CUCTEM;

peanu3anueil TEXHOJOTHYECKUX TPOIECCOB O00pabOTKM HH(OpPMAIMK C HUCIOIb30BaHUEM
KOMILUICKCOB ~ OPraHW3allMOHHO-TEXHUYECKUX MEp 3alluThl  MPOrPAaMMHOTO  OOecledeHus,
POTPaMMHO-ANIAPATHBIX CPE/ICTB;

HPUHATHS MEP TI0 00ecreYeHUI0 (PU3MUECKON IETOCTHOCTH MTPOrPAMMHO-AIIaPaTHBIX CPEICTB
WH(POPMAIMOHHBIX CUCTEM U MOJIEPKAHUEM HEOOXOIUMOT0 YPOBHS 3alUIICHHOCTA KOMIIOHEHTOB;

UCIIOJIb30BaHMs TIPOTPAMMHBIX W MPOTPAMMHO-AIMAPaTHBIX CPEICTB 3alIMThl HH(DOpMAaIu

oOpabaTrbiBaeMOM B YUpeXIECHUU U

aJIMUHUCTPATUBHOW MOJICP’KKOI MX MCIIOIh30BaHUS,

KOHTPOJISI ~ COOJIFOJICHUSI  TOJIb30BATEIsIMH  MH(OPMAIIMOHHBIX ~ CHUCTEM  TpeOOBaHUI
1o obecredeHnto HHHOPMATMOHHOHN O€30ITaCHOCTH;

HpoBeIcHHs aHaau3a d3PGEKTUBHOCTH MPUHATHIX MEP 3alIUThl HHPOPMALIUN B TIPUMEHIEMBIX
CPE/CTB 3alUThI HHPOPMALIUU B Y UPEKIICHHH;

pa3paboTKM | peaju3alMd MPEUIOKEHUH 10 COBEPIICHCTBOBAHUIO CHCTEM  3alllUThI
uHGopMaIu B YUPESIKICHHH.

3 TNPUHIUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OIMMACHOCTH

Obecneuenre UHOOPMAIIMOHHOW 0€30MaCHOCTH, JIOJDKHO OCYIIECTBIATHCS B COOTBETCTBUU
CO CIIEAYIONIMMHU OCHOBHBIMH IPUHIUITAMHU:

IIpuHIMI 3aKOHHOCTH

[Tpu BBIOOpE MEpPONPUATUI MO 3aIIUTe WH(OPMALIUU, TOJKHO COONIOAATHCS JIEUCTBYIOIIEE
3aKOHOMATENLCTBO Poccuiickoii @eneparuiul B cepe 3aimThl HHPOPMAITHH.

Bce paOoTHHMKHM JODKHBI UMETh MpECTaBiIeHHEe 00 OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS
B cdepe 3ammrel mHPopmanuu. [IporpammHO-anmapaTHBIE CPEICTBA, NMPUMEHSEMBIE B
YupexxaeHnu, JODKHBI UMETh COOTBETCTBYIOILIWE JIUIEH3UWH, O(HUIHAIbHO MPHOOpeTaThCcs y
npejcTaBuTeNiell pa3pabOTUYMKOB 3TUX CPEACTB HIIM SIBISTHCS MHTEIUIEKTyalbHOU
COOCTBEHHOCTBIO YUpPEeXAECHUS.

IpuHIHUD CHCTEMHOCTH

[Tpu co3maHuM CUCTEMBI 3aIUTHI TOJDKHBI YIUTHIBATHCS aKTyaJbHbIE YIpo3bl O€30MacCHOCTU
UH(pOpMaIMK, BO3MOKHbIE OOBEKTHl M HANpPAaBIEHUS aTak Ha HEE CO CTOPOHBI HapyIIUTENEH.
Cucrema 3a1uThl 10JDKHA CTPOUTHCS C YYETOM HE TOJIBKO U3BECTHHIX KaHAJIOB YTeUKU HH(POPMAIIHH,
HO ¥ C YYETOM BO3MOKHOCTH TIOSIBJICHHSI HOBBIX YSA3BUMOCTEH B IPOTPAMMHOM 00€CTICUEHHH.

IpyuHOMI KOMIVIEKCHOCTH

KommuiekcHoe ncnosip30BaHue CPeACTB 3allMThl MH(DOpPMaLMK MpeAroaaraeT coriacoBaHHOE
OPUMEHEHUE MPHU MOCTPOSHUH EIOCTHONW CHUCTEMBI 3aIIUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbBIE
yrpo3sl 0e30macHOCTH MHGOpMAKK. 3aliuTa JOJDKHA CTPOUTHCS JIIeloHHpoBaHO. Dusznueckas
3alUTa J0KHA 00ecTieunBaThCsl GU3NYECKUMU CPEICTBAMU M OPTaHU3allMOHHBIMU MEPaMH.

[Tpu mocTpoeHNH, BHEAPEHUH U SKCIUTYaTaIllil CUCTEMBI 3alIUTHl HHPOPMALIUU PYKOBOJICTBO
VYupexaenuss oOecrieynBaeT YCIOBHs A 3()(HEKTUBHON KOOpIUHALIUH NeCTBHA

BCEX JINIL, o0ecneynBaroInX MH()OPMAIMOHHYIO

0€301acHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3zpaboTrka cuctembl 3alUThl HHPOPMAIUU JIOJDKHA BECTUCH MapaliebHO € pa3pabOTKON
U HUHOOPMAIIMOHHOM  cHCTEeMBl. DTO  TO3BOJIMT  y4decTb  TpeOoBaHUS  0€30MacHOCTH
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IOpU TPOSKTUPOBAHUU apPXUTEKTYpbl M, B KOHEYHOM cdYeTe, co3naTh Oojee 3(QeKTuBHBIC
MH()OPMAaIIMOHHBIE CHCTEMBI, 00JIIAl0INE JOCTATOYHBIM YPOBHEM 3aIUIIICHHOCTH.

I[puHUIHN TPeeMCTBEHHOCTH

[TocTosiHHOE COBEPIICHCTBOBAaHWE MEpP M CPEICTB 3allUThl WHQPOpPMAIlMA Ha OCHOBE
PEEMCTBEHHOCTH OpPTaHW3alMOHHBIX W TEXHHYECKUX PEUICHHH, KaJIpOBOIO COCTaBa, aHaIHM3a
(GYHKIUOHUPOBaHHUS MH()OPMAIMOHHBIX CHCTEM W CHUCTEMBI €€ 3allUThl C y4eTOM HW3MEHCHUUN
B METOJaX MW CpeACcTBaxX ImepexBaTa HH(OpMamuu, HOPMATHBHBIX TpPeOOBaHWN 1O 3alIUTe
uHbOpMaIUu.

IpuHIHN TO0CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpar Ha oOecrieueHrne HHHOPMAIIMOHHOW 0€30MMacHOCTH U IIEHHOCTH
UH(POPMAITMOHHBIX PECYPCOB Ha BEIMYMHY BO3ZMOKHOTO yiiep0a OT UX pasriIallieHus], YHHUTOKEHUS
U UCKaxeHus. Vcnosip3yemble Mepbhl M CPEICTBAa 3alIMThl MHPOPMALMK HE JOJKHBI YXYAIIATh
APrOHOMHUYECKHE MMOKA3aTeTH KOMIIOHECHTOB NH(OPMAITMOHHBIX CHCTEM.

[IpuHOMI OTBETCTBEHHOCTH

Bo3nioxeHnne 0TBETCTBEHHOCTH 3a 0OecreueHre 0e30nacHOCTH HH(popMauu U ee o0paboTKu
Ha KaXJIOro pabOTHHKA B TpeJeliax ero MOJHOMOYMN. B COOTBETCTBHU C ITHM MPUHITUTIOM
pacrpenelieHie mpaB U 00sS3aHHOCTEH PaOOTHUKOB CTPOUTCS TaKMM OOpa3oM, 4TOOBI B cilydae
11000r0 HapyIIEHUs ObLI U3BECTEH HAPYLIUTEb.

IpuHIun 000CHOBAHHOCTH U TeXHUYECKOH peajn3yeMoCTH

WNudopMalimoHHbIE TEXHOJIOTHH, TPOTPAMMHEIE U TIPOTPaMMHO-AIIAPaTHBIE CPEACTBA, MEPHI
3alIUThl UHPOPMALUU JTOJDKHBI OBITh pPEaIM30BaHbl MO0 COBPEMECHHBIM PEUICHUSM, O0OOCHOBaHBI
C TOYKH 3PCHHS JIOCTIDKEHHS 33JJaHHOTO YPOBHS 3alIMINEHHOCTH MH(OpPMAIMH U SKOHOMUYECKOU
1eJICCOO0PAa3HOCTH, a TAaKKE COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM H  TpeOOBaHHIM
1o 6e30nacHOCTH HH(pOPMAITHH.

IIpuHuun npodeccuonamuzma

Peanmzamus Mep 3amuThl HHGOpPMAMKM W AKCIDTyaTalMsl CPEICTB 3aIlUThl WHPOPMALUU
JIOJDKHA OCYIIECTBIISIThCS MPOPECCUOHATBHBIMU CIICITUATUCTAMHU.

[TpuBneyeHNE CHICIIMATM3UPOBAHHBIX OPTaHU3AIMKA K Pa3pabOTKe CPEJICTB M pealli3aluid Mep
3alUThl MHOOPMAIMH, MOJTOTOBICHHBIX K KOHKPETHOMY BHUIY IESTEIBHOCTH IO OOCCIICYCHHUIO
0e30macHOCTH MH(POPMAITMOHHBIX PECYPCOB, UMEIOIIUX OIBIT IPAKTUYCCKON paOOTHI M JIUIICH3UU HA
NPaBO OKa3aHWUs yCIyT B 3TOH 00JIacTy.

IIpyMHUMI MUHUMH3ALUMA NPUBUWIETHI 0J1b30BaTe el

OO0ecrieueHre TOIB30BATEICH TPUBIIICTHSIMIA MUHUMAIBHO JIOCTATOYHBIMHE TSI BBITIOJTHCHUS
UMH CBOMX JIOJDKHOCTHBIX OOS3aHHOCTEH B YUpEkKICHUU.

4  OCHOBHBIE TPEBOBAHUA 110 3AINUTE UHOOPMALIUN
OI'PAHUYEHHOTI' O JOCTYIIA

Cucrema 3amuThl MHPOPMAIMH JOJDKHA TIPEIYCMAaTPUBATh KOMIUIEKC OpPTraHU3aIMOHHBIX,
IPOTrPaMMHBIX U MPOTPaMMHO-AMIMAPATHRIX CPEACTB U Mep MO 3aluTe MHPOpMaLuu B Hpolecce
ee 00paboTKH.

Beinonxnenue TpeGoBaHUIl ToCTUTaeTCs 3a cYeT pean3alui Ha 00beKTax MHGpOpMaTH3alUH
Mep IO 3aIuTe HHPOPMAIIH:

UeHTH()UKALUU U ayTeHTU(UKAUU CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA;

YIPABJICHUIO TOCTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM JJOCTYIIA;

OTpaHUYEHHIO IPOIPAMMHOM CpeJibl;

3alIATe MATMHHBIX HOCUTEJEH EPCOHATBHBIX JTaHHBIX;

perucTpanuu coobITHIi 6e30MacHOCTH;

AQHTUBHPYCHOU 3aILNTE;

0OHApPYKEHHUIO BTOP>KCHHUI;

KOHTPOJTIO (aHAIN3Y) 3alIMIIEHHOCTH EPCOHANIbHBIX JaHHbIX;

00€CTIeYeHHUIO TIEIOCTHOCTH HH()POPMAITMOHHOW CUCTEMBI M TIEPCOHAIIFHBIX TAHHBIX;



00€CTeYeHUIO JOCTYMHOCTH MEPCOHATBHBIX JTaHHBIX;

3alIUTHI CPEbl BUPTYaIU3allHH;

3alIUTHl TEXHUYECKUX CPEJICTB;

3aIUTHl HHPOPMALIMOHHON CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U NEPeaun JaHHBIX;

BBISIBJICHUIO UHIUACHTOB U pearupoBaHue Ha HUX;

yIIpaBJICHUIO KOHPUTypanreit *HPOPMALMOHHON CHCTEMBI U CUCTEMBbI 3aIIUTHI IIEPCOHATBHBIX
JTAHHBIX.

VYupexnenue, Kak o0iaaarenb HHPOPMALUU OTPAHUYECHHOTO AOCTYIA, IPU
OCYIIIECTBIICHUHU CBOUX IPaB 0053aHO:

coOJII0/IaTh MTPaBa U 3aKOHHBIE MHTEPECHI MHBIX JIUI;

OPUHUMATh HEOOXOMMbIE MEPHI 110 3alIUTe HH()OPMALIUH;

OTpaHUYMBaATh JOCTYN K HMHPOPMALMH, €CIM Takas o0O0sf3aHHOCTh YCTaHOBJIEHA
3aKoHOAAaTeILCTBOM Poccuiickoit deaepanuu.

B ToM uncne YupexneHue, BIpaBe €Clii HHOE HE NPEAYCMOTPEHO 3aKOHOAATEIBCTBOM
Poccuiickoit denepanuu:

pasperiaTh Wik OTPaHUYUBATH JOCTYI K HHPOPMAIIUH, ONPEACIATH IOPAIOK U YCIOBHUS TAKOTO
JIOCTYTIA;

UCIOJIb30BaTh MH(POPMAIIHIO, B TOM YHCIIE PACIPOCTPAHSATH €€, [0 CBOEMY YCMOTPEHHUIO;

nepenaBaTh HMHMOpPMANMIO IPYTUM JIMIIAM Ha YCTAHOBJICEHHOM 3aKOHOJIATEIbCTBOM
Poccuiickoit @enepanyiv OCHOBaHNY;

3alUIaTh YCTAaHOBJICHHBIMH 3aKOHOJATeNbcTBOM Poccuiickoii deaepanuu crocodamu cBOU
npaBa B CIy4ae HE3aKOHHOTO MOJyYeHUs MHPOPMALIUHU WU €€ HE3aKOHHOTO UCIIOIb30BaHUSI HHBIMU
JUIAMH;

OCYILECTBIISITh HMHBIE ACHCTBUS C HMH(pOpMAIMEd WIM pa3peliaTb OCYIIECTBICHHE TaKUX
NEICTBUM, e€clii O3TU JEeHCTBUS HE MpOTHBOpedarT (QenepaqbHbIM 3aKOHAM H  APYTUM
HOPMaTHUBHO-TIPaBOBbIM akTaM Poccuiickoit denepanumu.

3ammra wWHOQOpPMANMM  OTPAHWYCHHOTO  JOCTYNMa MPEICTaBiseT co0Oi  IpUHATHE
OpPraHM3AIMOHHBIX U TEXHUYECKUX MEp, HAIIPABJIICHHBIX Ha:

cobmoieHne KOH(PUACHIIMATBHOCTH UH(POPMAIMK (MCKIIIOYEHHE HEMPAaBOMEPHOTO JIOCTYIIA,
KOMUPOBAHUS, IPEAOCTABICHUS WM PACIPOCTpaHeHUsT MHPOpMAIUN);

o0ecrnedyeHune HeIOCTHOCTH HHPOpMAIK (MCKITIOUEHHE HETPABOMEPHOTO YHUYTOXKEHUS
W MoAu(UIIMpOBaHUA HMH(OpPMAIIK);

peanu3anuio npasa Ha J0CTYI K HH(popManuu (MCKIIOYEHHE HETPaBOMEPHOTO OJIOKUPOBAHUS
UHpOPMAIINH).

CpencTBa 3amuThl HHOOPMAIMKA BHEIPSIFOTCS 1O PE3yJIbTaTaM MPOBEACHHUS OIEHKH PUCKOB
UH()OPMALMOHHON 6€30MaCHOCTH.

Opranu3anus 3amMThl HHPOPMAIIUU

[Tpu opranuzanuu B YupexIeHUH 3alIUThl HHPOPMALIUH, JTOJKHBI BBIIOIHATHCS TPEOOBaHMS
@enepanpHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wuHbopmanmu, HWHOOPMAITMOHHBIX
TEXHOJIOTUSIX H O 3aluTe MHGQOpMAIUN», KOTOPbIE PErYIUPYIOT OTHOIIEHUS, CBA3aHHBIE C
YCTaHOBJICHHEM, U3MEHEHHEM U TPEKpaIleHUEeM pekuMa o0paboTKu 3amuiaemMon nadpopmaiuu. B
TOM 4Hclie TpeOoBaHUsS O 3auyre WH(POpPMAIMM, HE COCTABIAIOIIEH TOCYJapCTBEHHYIO TaiHY,
coJepKalieiics B TOCYIApCTBEHHBIX HMH()POPMAIMOHHBIX CHCTEMaX YTBEpXKIEHHBIE IPHKA30M
OCTIK Poccun or 11.02.2013 Ne 17 «O06 yTBepxaeHUU TpeOOBaHHM O 3amuTe MHPOPMALUH,
HE COCTaBJIAIOIIEH roCyJapCTBEHHYIO TaiiHy, cojepKamencs B TOCY/IapCTBEHHBIX
UH()OPMALMOHHBIX CHUCTEMax» JUIs TOCYJapCTBEHHBIX HH(POPMALMOHHBIX CHCTEM MO KOTOPHIM
VYupexnaenue spigercss Onepatopom.

B Vupexaenune moMuMo peanusalidi OCHOBHBIX MEp 3alllUThl HH(pOpMAIH
OCYILECTBIISAETCS:

peryisipHas  OIEHKAa W  yIOpaBJCHWE pucKkaMu  HWH(OOpMaAIMOHHOW  0e30MacHOCTH
B COOTBETCTBHHM C YCTAHOBJICHHBIMU MPOLIEAYPaMHU B 00JIACTH YIIPABJICHUS PUCKAMU;
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uH(pOpMUpOBaHHE, oOyueHue u MOBBILICHHE KBaJTU(UKAITIH paboOTHUKOB
Yupexnaeauss B chepe uHPOPMAIMOHHON 0€30TaCHOCTH;

METOAMYEeCcKas IMOMOIb padOTHHUKaAM B Bompocax oOecrmeyeHHs WHPOPMALMOHHON
0€3011aCHOCTH,

aHaJIN3 1 MOUCK BO3MOYKHOCTEH MO MOBBIIMICHUIO YPOBHS 3alUIIEHHOCTH HH(POpMAIHH.

Jlnst opranu3anum 3auThl HHGOpMALMY, YUpexkIeHHe BIpaBe MPUMEHSITh CPEACTBA U METO 1B
TEXHUYECKOM 3alUThl, MNPEeINpUHUMATh JApYyrue, HE MPOTUBOpEUAIINE 3aKOHOJATEIBCTBY
Poccuiickoii denepaiiu, MepbI.

B pamkax obecneueHus 3amiuThl HHGOPMAIIMK, B PaMKax TPYIOBBIX OTHOLIEHUH HEOOXOIMMO
O3HAKOMUTb O] POCHHUCHh PAOOTHUKOB, JAOCTYI KOTOPHIX K MH(POPMALMU OTPAHUYEHHOIO AOCTYIA,
HEOOXO0IUM JUIsl BBITIOJTHEHUS] MIMU CBOUX JIOJDKHOCTHBIX OOSI3aHHOCTEH, C MepeuHeM HH(pOpMaIuu
OTPaHUYEHHOI0 JIOCTYINa, M MPUHATBIMU B YUpEXKJICHUHM MEpaMH 3allUThl HHPOpMAIUH.

Oco0eHHOCTH 321U THI EPCOHATBHBIX JAHHBIX

[Tpu opranuzanuu 0OpabOTKH B YUPEKIACHHH IEPCOHAIBHBIX JTAHHBIX
HEOOXOIMMO PYKOBOJICTBOBAaThCS — TPeOOBAHUSIMU denepanbHOTO
3aKOHa oT 27.07.2006 Ne 152-®3 «O nepcoHanbHBIX JaHHBIX ).

[lepedens Mep, BBIMOJHEHHWE KOTOPBIX OOECTIEUYMBACT YUpPEXKICHUE B KAUECTBE OIeparopa
MEPCOHAIBHBIX TAHHBIX, TOJKEH BKITFOYATh!

HazHaueHne B [ BOY rumnHaszus Ne52 [Ipumopckoro paiiona Cankr-IleTepOypra
OTBETCTBEHHOTO 32 OPTaHU3alNI0 00paObOTKU MEPCOHANBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACISAIONX MIPaBHja B OTHOMIEHUH 00pa0OTKH TEPCOHANTBHBIX
JAHHBIX B YUpEeXICHUH, JIOKATbHBIX aKTOB MO BOMpOcaM 00pabOTKH MEePCOHATIbHBIX JTaHHBIX;

NPUMEHEHNE OPTraHW3alMOHHBIX W TEXHUYECKHX Mep 10 00ecrnedyeHuto O0e30MacHOCTH
NEPCOHAJILHBIX JIAHHBIX B COOTBETCTBHM cO crarbeid 19 denmepanpHoro 3akona ot 27.07.2006
Ne 152-03 «O nepcoHanbHBIX TaHHBIX;

BBITNIOJIHEHHE TPEOOBAHUH MO COCTaBY U COACPKAHUIO OPTraHU3AIIMOHHBIX U TEXHUYECKHX Mep
1o obecreueHno OE30MaCHOCTH MEPCOHATBHBIX JaHHBIX NpPU WX 00paboTKe B MH(DOPMAIOHHBIX
CUCTEeMax MepCOHANbHBIX NaHHBIX yTBepkAE€HHBIX [Ipukazom @CTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEepKIICHHH COCTaBa U COJEP)KAHMS OPTraHU3AIMOHHBIX U TEXHHUYECKHX MEP 10 00€CIIeUeHHIO
0e30MacHOCTH TMEPCOHANBHBIX JaHHBIX MPH HUX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
NIEPCOHANBHBIX JTaHHBIX Y,

OLIEHKY BpeAa, KOTOpPBIH MOXET ObIThb MNPHUYMHEH CYOBEKTaM IEpPCOHAIBHBIX JIaHHBIX
B cinydae Hapymenus @enepanpHoro 3akoHa Ne 152-@3, cooTHOlIeHHWE yKa3aHHOTO Bpeda
U IPUHUMAEMBIX OIEpaTOpOM Mep, HalpaBJIEHHBIX Ha OoOecleYeHHEe BBINOJIHEHUs O0s3aHHOCTEH,
npexycMoTpeHHbIx DenepanbabiM 3aKkoHOM Ne 152-D3;

O3HAKOMJIEHUE PAOOTHUKOB YUPEKICHHS, HETOCPEICTBEHHO OCYLIECTBISIONIUX 00paboTKy
NePCOHATBHBIX JTAHHBIX, c MTOJIOKEHUSIMHU 3aKOHOJIaTeIhCTBA

Poccuiickoi ®enepanuu

0 TIePCOHANBHBIX JIAHHBIX, B TOM 4YHCIIe TPeOOBAHMSAMHU K 3alIUTE MEPCOHATBHBIX HaHHBIX,
JOKYMEHTaMH, ONpEACNSAIONMMU  TpeOOBaHUS  YUpeXJAeHUs B  OTHOWIEHMH 00pabOTKH
NEPCOHAIBHBIX JaHHBIX M 00y4YeHHE, P HEOOXOAMMOCTH, YKa3aHHBIX paOOTHHUKOB.

Obecneuenne 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX TOCTUTAETCS, B YaCTHOCTH.:

ONpeNieIeHHeM  yrpo3 W HapymwuTened  Oe30MacHOCTH  MEPCOHAJBHBIX  JIaHHBIX
npu X 00paboTKe B MH(OPMAILIMOHHBIX CUCTEMaX MEPCOHATIBHBIX JaHHBIX;

ONpEJeICHUEM  YPOBHsS  3AIIMINEHHOCTH TMEPCOHAIBHBIX JAHHBIX B  COOTBETCTBHHU
¢ TpedoBanusmu [locranosnenus [IpaBurenscTBa Poccuiickoit ®enepanuum ot 01.11.2012 Ne 1119
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«O06 yTBepkaeHMHM TpeOOBaHUI K 3allMTE TEPCOHANBHBIX JaHHBIX NpU HUX 00paboTke
B MH(OPMALMOHHBIX CHCTEMaX MEePCOHATBHBIX TaHHBIX »,

INPUMEHEHHEM MPOUIEIINX B YCTAHOBJIEHHOM MOPSJIKE HNPOLEAYPY OLEHKH COOTBETCTBHS
CPECTB 3alIUTHI HH()OPMAIIH;

OLICHKOH 3()(h)eKTUBHOCTH NMPHUHUMAEMBIX MEpP 10 3aIUTE MMEPCOHAIBHBIX JAaHHBIX 10 BBOJA
B OKCIUTyaTalKi0 MHPOPMALMOHHOW CUCTEMBI IEPCOHATIBHBIX JAHHBIX;

BOCCTAHOBJICHUEM MEPCOHAIBHBIX JaHHBIX, BCJICACTBHE MOJTYYECHUS] HECAHKIIMOHUPOBAHHOTO
JOCTyMa K HAM;

YCTaHOBJICHHEM MpPaBWJI  JIOCTyHa K IEPCOHAIBHBIM  JaHHBIM, OOpadaThIBACMBbIM
B WH(POPMALMOHHBIX CHCTEMaX IEPCOHAJIBHBIX JAHHBIX, a TaKXKe O00ECIEYEHHEM PpErHCTpaluu
¥ ydeTa BCeX JICHCTBHI, COBEpIIAEMbIX C EPCOHAILHBIMH JAHHBIMH B HH(POPMAIIMOHHBIX CUCTEMAax
HEPCOHAIBHBIX TaHHBIX;

KOHTPOJIEM 3a MPUHIUMAEMBIMH MEPAaMH I10 3aIUTE NePCOHATBHBIX JAHHBIX U ONPEEICHHOTO
YPOBHS 3aIIMIICHHOCTH HWH()POPMAIIMOHHBIX CHUCTEMax IMEPCOHAJBHBIX JAaHHBIX B TIpolecce
€€ IKCIUTyaTalHH.

5 OCHOBHBIE TPEBOBAHMUS K TIPOINECCAM OBECIIEYEHUS
WH®OPMAIIMOHHON BE3OITACHOCTH

MeTtoauueckoe pyKOBOJACTBO, pa3paboTKy pelIeHHi 1o 3amure HHPOopMaIuu, cOriacoBaHue
BBIOOpA CPEJICTB BBIYUCITUTEIHHOW TEXHUKH, IMPOTPAMMHBIX M MPOTrPAMMHO-AIMITAPATHBIX CPEJICTB
3amMThl MHGOPMAILIUU, OPTaHU3alUI0 PaOOT MO BBISBICHUIO BO3MOXKHOCTEH W MPEAYNPEKICHUIO
YT€UYKH W CBOWCTB 3alIUIaeMOil HWH(OPMAIMH, aTTECTalli0 OOBEKTOB HH(POPMATU3AINH
OCYIIECTBIISIOT KOMIIETEHTHBIE CTPYKTYPHBIC MOAPA3ICICHHs Y UpErKICHUS.

duznyeckas 0e30MaACHOCTH

[TpuHATHIE OPraHU3alMOHHBIE U TEXHUYECKHE MEPHI M0 3alUTE MOMEIIEHUN Y UpexaeHus,
CEPBEPHOT0 W KOMMYTAIIMOHHOTO 000pYIOBaHMSI, aBTOMATH3UPOBAHHBIX Pab0OUNX MeECT
noJib30BaTenel HHPOPMALIMOHHBIX CUCTEM YUpEKIEHUS 00ECIeUNBAIOT PEATU3alIUI0 CISAYIOIIHNX
Mep TO:

pasrpaHuveHuto nocrymna padbotHukoB B nomeunieHus ['BOY rumnazus NeS52 IIpumopckoro
paitona Cankt-IlerepOypra B COOTBETCTBUH C UX IMOJITHOMOYHUSMH U JIOJDKHOCTHBIMH O00513aHHOCTSIMH,

peructpanuu (GakToB BXoAa PaOOTHHKOB B TMOMEIIEHHS B KOTOPBIX BeAeTcs oO0paboTka
NePCOHALHBIX JAHHBIX

KOHTPOJIMPYEMOMY MPEOBIBAHUIO TMOCTOPOHHUX JIUIl B YUPEKIACHHH B TMOMEIICHUS, B
KOTOpPBIX Benercs o0paboTka WHQOpMAIMU OTPAaHUYECHHOTO JOCTYIA U Pa3MEIIEHbI anmapaTHbIe
cpencTBa HHGOPMAITMOHHON CUCTEMBI;

OpraHu3aly PeXUMa KOHTPOJIHPYEMOTo BHOCA/BBIHOCA CPEICTB 00paObOTKH HH(POPMAIIHH.

[Tomemenus: YupexaeHus NOJKHBI ObITh
000pyIOBaHbl JIETEKTOPAMU OTHSI U JIbIMA, OTHETYIIUTEISIMH, CUCTEMaMU KOHJIWIIMOHUPOBAHMS
BO3/yXa, CPEICTBAMU OXPaHHO-TIOKAPHON CUTHAIM3AIIHH.

OcHOBHOE cepBepHOE © KOMMYyTalmoHHoe obOopymoBanue ['BOY rumHazus Ne52
[Tpumopckoro paiiona Cankrt-IletepOypra AOMKHO OBITH 3aIIMIIEHO OT MepeboeB B TMojaue
ANEKTPOIHEPTUHU ITYTEM MOKIIFOUECHUSI K DJIEKTPOCETH C MPUMEHEHHEM UCTOYHHKOB Oecriepe0oitHOro
NUTaHUA M PE3EPBHOTO Ju3eNb-TeHepaTtopa. McrouHukn OecriepeOOHHOr0 MUTaHHS HEOOXOIUMO
perylasipHO TECTHPOBAaTb H TPOBEPATH  YIMOJIHOMOYEHHBIM pabOTHUKAM  YUpexKIeHUs B
COOTBETCTBUU C PEKOMEHAALUSIMU TPOU3BOAUTEIS.

[TopraTuBHBIC TEXHUUECKHE CPEICTBA HE IOJDKHBI OCTABATHCS 32 TIPEIesIaMi KOHTPOJIUPYEeMOi
30HBI YUpexXJIeHHsI 0€3 KOHTPOJSI CO CTOPOHBI PAOOTHUKOB Y UPEKACHHUS.

Bbe3onacHocTh Ha paGoueM mecTe

3anpemiaeTcss BECTH 3alHCh Tapojied B OTKPBHITOM BHJAE Ha MaTEpPHAIBHBIX HOCHUTEIS,
3a UCKITIOYEHHEM CITy4aeB, periaMeHTHPOBAHHBIX METOJIOB XPAHECHHUS.
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JIOKYMEHTBl M HOCUTENH ¢ HH(OpMaIeidl OrpaHH4YEeHHOrO JOCTYyNa JOJDKHBI YOUpaThes
B omedatbiBaeMble MecTta (ceiidpl, mKkadpl © T.OL), TpH yXoAe ¢ pabodyero Mmecra.
Ha aBromatusupoBanHom pabouyem mecte [lonb3oBaTens pabouast ceccust JOKHA OBITH IpEepBaHa,
paboumii cronm 3abiokupoBaH. Bxon mnonbp3oBaTens B CUCTEMY HE JOJDKEH BBIMOIHATHCS
ABTOMATHYECKH.

JlokyMeHThl, cofiepxkalire HHGOpMaIUo OrPpaHUYEHHOTO JOCTYIIA, JOJDKHBI Cpa3y U3bIMaThCs
U3 TeYaTAOMMUX YCTPOMCTB. [l yTWiIM3auMu KOH(PHICHIHMAIBHBIX JOKYMEHTOB, OJDKHBI
UCIIOJIb30BaThCSl YHUUTOXKUTEIH JOKYMEHTOB HE HIDKE 4 ypOBHS MO CTaHIApTy O€30MacHOCTH,
NPUMEHSIEMOMY K YHUUTOXKUTEISM JIOKYMEHTOB.

[Ipu wucnonb30BaHUKM MOOWIIBHBIX TEXHHUYECKHX CpEJICTB HE0o0X0IMMo coOoaaTh
JIOTIOJTHUTEIBHBIE MEPHl M0 PErjaMEeHTAllMM M KOHTPOJIO HCIIOJIb30BaHHUS B WH(GOPMAMOHHON
cUcTeMe MOOUJIbHBIX TEXHUUYECKHUX CPEJCTB.

Haxoxxnenune mnpeacraBuTeneil IOPUAMYECKHX JIMI B PaMKaxX MCIOJHEHHUS JOTOBOPHBIX
0053aTeNbCTB B IOMEUICHUSX B KOTOPBIX BegeTcs 00paboTka nHGOpMaIuu OrpaHuYeHHOro JOCTyIa
MH()OPMALIMOHHONW CHUCTEMBI, BO3MOXXHO TOJBKO B CONpPOBOKIACHUU DPAOOTHHKA YUPEKICHUS
JIOTYIIEHHOTO 710 00pabOTKK TaKoi HH(POPMAIIUH.

Pa3menienue TeXHUUYECKUX CPENICTB BBIBOAA MH(MOPMALMK B MOMELICHUSX YUPEKIACHUS
POU3BOJIUTCS C YI€TOM HCKIIIOYSHHS BO3MOXKHOCTH BH3yaIbHOTO MPOCMOTPA HHPOPMALIUU
MOCTOPOHHUMH JIUIIAMU U paOOTHUKAMU, HE JOMYIIEHHBIM K paboTe ¢ JaHHOU nH(popMaluei.

TexHMUECKUE CpeACTBa JOHKHBI pa3MEIATHCS M XPAHUTHCS TAKUM 00pa3oM, 4TOOBI COKPATUTh
BO3MOJKHBII PUCK MOBPEXKACHUS U YIPO3bl HECAHKIIMOHUPOBAHHOTO IOCTYTIA.

Texunueckoe 00cTy:KUBaHHE 000PYT1OBAHUS

TexHudeckue cpeacTsa YUpeKICHHs JODKHBI  IIPOXOJUTh HA  PETYISIPHOM  OCHOBE
CEpBHCHOE OOCITY)XMBaHHUE B COOTBETCTBUU C PEKOMEHIALUSMU IIPOU3BOIUTENEH 000PYI0BaHUS.

PemoHT ® cepBUCHOE OOCIYy)XMBaHHE OOOPYAOBAaHUS JOJDKHBI BBIIOJIHATHCS TOJBKO
KBaTU(UIIUPOBAHHBIMHU CIICIIUAITUCTAMHU.

TexHuueckoe O0OCTyXHBaHHE OOOPYAOBAaHHS CTOPOHHHMHU OpPTaHM3AalHUAMU HE JOJDKHO
OPUBOJUTH K PUCKY HAPYIICHUS KOH(PUICHIIMATFHOCTH 3alUIIaeMOil HHPOpMAITIH.

B3aumoseiicTBre ¢ TpeTbUMH JTHLHAMHU

B nemnsx obecneuenus undopmannonnoit 6ezonacuoctu ' bOY rumuazus Neb2 IIpumopckoro
paiioHa Cankr-IlerepOypra npu B3aWMO/JICVICTBUU
C TPETbUMHU JIUIAMU JIOJIKHO BBIIIOJIHATH CIEIYIOLINE MEPONPUATHS 110:

3aKIIIOYCHUIO COTJIAIICHUS O HEepas3MIalleHnd WHQOPMAUN OrPaHHMYSHHOTO JIOCTYIa
HOJY4YEHHO! B X0/1€ UCIIOJIHEHUS JOTOBOPHBIX 0053aTeNbCTB,;

OCYIIECTBIICHHIO KOHTPOJS 3a JCHCTBHSMH TPEICTABHTENECH KOHTPAreHTOB B IIpe/eiax
KOHTPOJIUPYEMO 30HBI Y UpexIeHUs.

YnpasieHue ;KU3HEHHbIM IIUKJIOM HHGOPMATMOHHBIX CHCTEM

MepornpusiTusi B Tpoliecce KU3HEHHOTO MUKJIa HH(POPMAITMOHHBIX CHCTEM YUPEKACHUS
JIOJDKHBI OBITH HampaBlIeHbl Ha oOecneueHue 3aluThl HHPOpPMALUKU NPU BBOJE B JECUCTBHE,
OKCILTyaTaIllH, COTIPOBOXICHUH W MOJEPHU3AIINH, BEIBOJIA U3 HKCILUTYaTaIHH.

OcHoBaHMeM IpHU pa3paboTke HHGPOPMALMOHHBIX CUCTEM JOJDKHBI SBISATHCS PpEIICHUS
OpUHATBIE Ha cTaauu (GOpMUpOBaHUSA TpeOOBaHMIl, cojepxkalue TpeOOBaHUS B TOM 4YHUCIE
0 CHCTEME 3alUThl UH()OPMAIHH.

JIroboe muaHupyeMoe K BHEAPEHHUIO H3MEHEHNE HH(POPMAITMOHHON CUCTEMBI ITPEIBAPUTENHEHO
JODKHO ~ OBITh  MPOAHAJIM3UPOBAHO HA  COBMECTHMMOCTh M OTCYICTBHE  HapyLIeHUH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEJCTB 3aLIUThl HH()OpMAIIH.

PaGoTel mo MonepHm3anuu HHOOPMAIIMOHHOW CHCTEMBI, B TOM YHCIE IO YCTAaHOBKE
HIpOrpaMMHOT0 oOecreueHus] 1 OOHOBJICHUH, JOJDKHBI TPOBOIUTHCS B Hepabouee BpeMs MM BpeMs
HanMeHbIIel paboueil Harpy3KHu.
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[Ipu BbIBOAE U3 OKCIUTyaTalMd WHGOPMAIMOHHBIX CHCTEM JIOJDKHO 00ecreunBaThCs
rapaHTHPOBAaHHOE yjaneHue oOpadaThIBAEMON U XpaHUMOM B HUX MH(OPMALIUU C UCIOIb30BaHUEM
CPEACTB TapaHTHPOBAHHOTO YHHYTOXKEHUS MH(POPMALUU WIH ITyTeM (PU3MYECKOTO YHUUTOXKEHUS
HocuTesnei uHpopMaluu.

Bce npouenypst obecnieuenust 3amutel HHGOpManuu, ycranoBiaeHHble B ' BOY rumuazus Ne52
[Tpumopckoro parioHa Cankr-IlerepOypra
B OTHOWICHMHM WH(POPMAIMOHHBIX CUCTEM, JOJDKHBI BBINOJHATHCS W KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMH JINLIAMM 33 OpTaHU3al1io0 padoT o 3amure HHpopMaIum.

KonTpoub nocTyna Kk HHGpOPMAIHOHHBIM CHCTEMaM

Bce pabGorHuku VYupexaeHus, JONYIIEHHbIE K paboTe ¢ MHOOPMAMOHHBIMU CUCTEMaMHU
HECYT TEpCOHAIBHYIO OTBETCTBEHHOCTh 3a HAPYLICHUS YCTAHOBJICHHOTO TMOpAIKa 00pabOTKH
uHpopmanuu.

YpoBeHb MOJHOMOYMH TOJIb30BaTENsl B MHPOPMALMOHHON cHUCTeMe YUPEeKICHUS JIOJKCH
ONpEeNeNATbC B COOTBETCTBUM C €ro JOJPKHOCTHBIMHU OOSI3aHHOCTSIMU.

Hoctyn monb3oBareneid K  HMHQOPMAIMOHHBIM  CHCTEMaM Y UpPEeXICHUS JIOJKEH
KOHTPOJIMPOBATHCA AIMUHHUCTPATOPOM HH(POPMALUOHHON CUCTEMBI.

Ocy1ecTBI€HNE PEryISIPHOIO KOHTPOJIS BBINOJIHEHUSI OpraHU3alMOHHO-PACIOPSAIUTENBHBIX
JOKYMEHTOB,  KacaloLIMXCsl  perjlaMeHTallud  JIoNycka  paOOTHUKOB  YUpeXIeHHs K
MH(OPMaLIOHHBIM CHCTEMAM.

HnenTnduxanusa v ayreHTH(PUKALUA

Hoctyn monb3oBateneil K WHPOPMALMOHHBIM CHUCTEMaM JOJDKEH IMPEIOCTABISATHCS TOJIBKO
I0CJI€ YCHEIIHOTO 3aBEPIICHUs UICHTU(UKALIUK, ayTeHTU(PUKALINUH.

[Tonydyenue mnosib30BaTesieM HMMEHHM B HMH(DOPMALMOHHOM CHUCTEME M Mapoiisi, KOTOpbIE
o0ecnevnBaroT AOCTYI K HHPOPMALIMOHHON CUCTEME, JOJHKHO OCYLIECTBIIATHCS 110 IPEICTaBICHUIO
PYKOBOAMTENS CTPYKTYPHOT'O IOAPA3AEICHUS.

Yunpasienue 10cTynomM

B VYupexaeHun NOIKHO OCYIIECTBIATHCS YIPABIEHUE JOCTYIOM K HH()OPMALMOHHOM
CUCTEME IOCPEJICTBOM pealu3aluyd HEOOXOJUMBIX METO/0B, TUIOB W MPaBWJ pa3rpaHUYEHUS
JIOCTyIa I0JIb30BaTeIsIM HMH(OpPMAMOHHONW cucTeMbl YupexxaeHus. B Tom uwncie olecrneueH
3alUILEHHBIM YyIaJeHHBIH JOCTYIl CYOBEKTOB JOCTyNa K OOBEKTaM JOCTylla 4epe3 BHELIHHE
UH()OPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HocuTeasiMU HH(poOpManu

PabGoTtHuku VYupexaeHHus OJKHBI UCIOJIb30BaTh TOJBKO YUYTEHHbIE ChEMHbBIE MallMHHbBIC
HOCUTENU MH(OpPMAIMU /7SI BBIMOJHEHHS CBOMX JOJKHOCTHBIX

oOs3anHOCcTe. Mcnonb3oBaHuE CHEMHBIX MAaIIMHHBIX HOCUTENEH HHPOpMaIu
B YUpEXKJIEHUU B MHBIX LIEIAX CTPOTO 3alPEILEHO.

CpeMHbIe MallIMHHBIE HOCUTENIN MH(OPMaLlUU JOKHBI XPAaHUTCS B ONl€YaThIBaeMbIX IIKa(ax,
B TIOMEILEHUSIX B KOTOPBIX IpeAycMOTpeHa 00paboTka MH(OpMaIUK OrpaHUYEHHOT0 JOCTYMa.

B cnyuae kpaku wiM noTepu Chb€MHOT'O MAIIMHHOTO HOCHUTENs MH(POpPMAIlH, a TaKKe MHBIX
MHIUJCHTOB, KOTOpPblE MOTYT INPHUBECTH K HApYLUIEHWIO CBOMCTB HH(OPMALUU OTPaHUYEHHOTO
JIOCTYIA, JOJKHBI IPOBOJIUTHCS MEPOIPUSITHS IO PACCIIEIOBAHUIO TAKUX UHIUICHTOB.

[Tpu BBIBOAE M3 3KCIUTyaTallMM ChbEMHOI'O MAIIMHHOIO HOCUTENs MH(OpPMAaLUH, BCE JaHHBIE,
XpaHALIMecs Ha HEeM, JOJDKHBI ObITh y/ajeHbl ONpEIesIEHHON KOMHCCHEeH M3 uucia pabOTHHUKOB,
CPEeACTBOM rapaHTHUPOBAHHOTO YHUUTOKEHHS MH(OpMaIUH.

@akT yHUYTOXKEHHs HMH(POpPMAlMM Ha CHEMHOM MAIIMHHOM HocuTene uHpopManuu
¢ukcupyercss B akre 00 YHMUYTOKEHMH HMH(OPMAIMM CO CHEMHOTO MAIIMHHOIO HOCHUTEIs
uH(pOpMaLUH.

Perucrpauus coObITHi
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B VupexzaeHuu 10JKHA OCYIIECTBIATHCA PETUCTPALUU COOBITHIA
0e30nacHOCTH Ha BCEX KOMITIOHEHTaX
MH(QOPMALMOHHBIX CHCTEM YUpPEXACHUS, B KOTOPBIX 00padaTeIBaeTCs 3auunaeMas HHPOpMaus.

AHTHBHPYCHAS 3alIIMTA

B nensx oOHapyXeHHS M YCTpAaHEHHs BPEIOHOCHBIX MPOTPaMM B YUPEXKIECHUH OJKHBI
UCIOJIb30BaThCsl CPEACTBA AHTHBHPYCHOM 3aIUTHI MHPOPMALIUY.

OO0s3aTeIbHOMY KOHTPOJIIO CPEJICTBOM AHTUBUPYCHOM 3alIMThl HMH(OpPMALKU JOIDKHA
nojiexars J00as uH(opMarms (TekctoBblie (ainbl M0OBIX (opmaroB, (Gailiibl  TaHHBIX,
UcroyHsieMble (paiinbl), TModydaemas M IepefaBaeMasl IO JIOKAaJIbHOM BBIYHMCIMTENBHOW CEeTH
B TOM YHCJIE U CeTsIM OOIIEro IOJIb30BaHMs, a Takke MHpOpMalMs, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEISX HHPOPMAIUH.

[Tpu ycraHoBKe IPOrpaMMHOT0 00€CIIeUeHM sl MIIM €ro OOHOBJIEHUS HA CEBEpHOE 000pY0BaHNUE
JOJUKHA aBTOMATHMYECKH BBINOJIHATHCA IpPEABApUTEIbHASI IIPOBEPKA JIAHHOTO IIPOrPaMMHOIO
o0ecreyeHus: Ha OTCYTCTBUE BPEIOHOCHOT'O MPOrPaMMHOI0 00ecIeYeHusl.

OOHoBiIeHNE (a3 cUrHATyp AJSl CPEACTBAa AHTUBUPYCHOHM 3aIUTBHl MH(MOPMALUH JIOJIAKHbI
OOHOBJIATHCS €XKEHEBHO.

ITonb3oBarenu 0e3 paB aMUHUCTpAaTOpa MH(OPMaLMOHHOU CUCTEMBI
VYupexaeHuss He JOJKHBl HMMETh BO3MOXKHOCTh IOJIyYEHMsI JOCTyna K KOHQUIyparuu
AQHTUBUPYCHOI'O CPEJICTBA 3ALIUTHI UJIK €r0 OTKIIIOYECHHUSL.

KoHTpoJIb 3a11MI1IIeHHOCTH IIePCOHAJIBHBIX JAHHBIX

B mensx uCKIOUEHUs SKCIUTyaTalud YSI3BUMOCTEH MPOrPaMMHOTO OO0ECIeYeHUsS JTOJKHEI
HOPOBOJUTCA pPabOThl 1O BBISBICHHUIO, AaHAIM3Y YA3BUMOCTEH MH(DOPMAIIMOHHOM CHUCTEMBI
U OIlepaTUBHOE YCTPAHEHUE BHOBB BBISBJICHHBIX y3BUMOCTEH. B ToOM uncie opranu3anus KOHTPOIIs
YCTaHOBKM OOHOBJIEHUSI IPOTPAMMHOI0 OOECIIEUEHHUs BKIJIIOYasi CPEJCTB 3aIIUThl HHPOPMALHH.

Hcnoab3oBanue NporpaMMHOro odecrne4eHust

Br16op nporpamMMHoro obecrniedeHus At MPOU3BOJACTBEHHBIX HYXJ ['BOY rumnuazust Neb52
[Tpumopckoro  paifona Cankr-lIlerepOypra [OomKeH HpPOM3BOAUTBCS B IPUOPUTETE K
OTEYECTBEHHOMY, BHECEHHOro B ENMHBIA peecTp pPOCCHUHCKUX MPOrpaMM Ui 3JIEKTPOHHBIX
BBIUMCIUTEIbHBIX MallMH M 0a3 gaHHbBIX. B cioydae orcyrctBus aHaiora B EnuHom peectpe
pOCcCcUiCKUX porpamm JUISt AIIEKTPOHHBIX BBIUMCIIUTEIbHBIX MalliH
1 6a3 JaHHBIX JIOMYCKAETCs UCIOJIb30BaTh IPOrPaMMHOT0 00€CTIeYeHHE UMITOPTHOTO TPOU3BOJICTBA.

Hcnonb3oBanue cpeacTs Kpunrorpaguyeckoi 3ammThl HHpopMALHH

ObecneueHne 3aUThl HHPOPMALIMK OIPAHUUEHHOTO JOCTYNA OT PacKpbITHsA, MOAUDUKALIUH
¥ HaBs3bIBaHHUS (BBOJA JIOKHOW HWH(pOpPManuu) MpH ee mnepeaade (MOATOTOBKE K Iepesaye)
[0 KaHajaM CBS3M, HMEIOIIMM BBIXOJl 3a IpeleNibl KOHTPOJIMPYEMOW 30HBI OOecreduBaeTcs
IPUMEHEHUEM CPEACTB KPUNTOTpapuiecKor 3aliuThl HH(OPMALIUH.

[TpuoGperenne cpeactB KpunTorpadpuyeckoil  3amuThl  MHQOpPMALUU  YUpexKJIeHHs
OCYILIECTBIISIETCS. HA OCHOBAHMM JOIOBOPOB M KOHTPAKTOB C JIMLAMH MMEIOIIHMMHU JEHCTBYIOIIYIO
munensuto @Cb Poccun Ha ocyliecTBieHHE NEATENbHOCTH IO pa3pabdoTKe, MPOU3BOJACTBY,
pacmpocTpaHeHHu0 MHU(POBATBHBIX (KpUNTOrpadhUvecKux) CpeiICTB, MHPOPMAIIMOHHBIX ~ CHCTEM
U TEJIEeKOMMYHUKALMOHHBIX CHCTEM, 3alllMIIEHHBIX C MCIOJIb30BaHUEM HIM(POBATIBHBIX
(kpunTorpaMIECKUX) CPEACTB, BBIMOIHEHHIO PadOT, OKa3aHHIO YCIyr B oOiacTd muppoBaHUS
uH(OpMAIINY, TEXHUYECKOMY OOCIYKHBAHUIO IIH(PPOBATBHBIX (KPUITOrpapUUYECKUX) CpPEICTB,
MH(POPMAILIMOHHBIX CHCTEM U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3ALUIIEHHBIX C UCIOJIb30BaHHEM
IU(PPOBATBHBIX (KpUNTOTrpaUuecKnX) CpeACTB (3a HMCKIIOYEHHEM CiIydasi, €CIH TEXHHYeCKOe
oOCnyXMBaHHE MMHU(PPOBATBHBIX (KPHUNTOrpAapHUUYECKUX) CPEACTB, HH(OOPMALMOHHBIX CHCTEM
U TEIeKOMMYHHMKAI[MOHHBIX CHCTEM, 3alllUIIEHHBIX C HCIOJb30BAHUEM IH(POBATBHBIX
(kpunTorpaYeCKuX) CPEACTB, OCYIISCTBISETCS il  oOecredeHHs] COOCTBEHHBIX — HYXIT
IOPUIMYECKOTO JIIA WY UHIUBUAYAIBHOIO IIPEANIPUHUMATES).
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B mensx opranuzanmu M oOecriedeHMH Tiepefayd HMH(OpManmuu 10 KaHajaM CBS3U
C HCIOJb30BAHUEM CPEICTB KPUNTOrpapuuecKod 3amuThl MH(OPMAIMK, a TAKXKE BbINOJIHEHUS
muneH3uoHHbIX TpeboBanuii ®Ch Poccuu B YupexaeHuu 10KEH ObITh CO3aH OpraH
KpUITOTrpapUuecKon 3alUThI.

[TopTanbHble pemieHus YUpeKICHHUS ¢ BO3ZMOXHOCTBIO TOCTYIIA C CETEel 0OIIET0 MOIb30BaHUS
JIOJDKHBI B TMPUOpUTETE pa3padaThIBaThCS C OpraHU3alyell 3allMIIEHHOr0 KaHala IOCPEACTBOM
npotokona TLS ¢ mognmepxkoit anropurmoB 'OCT 34.10.

Hcnonb3o0BaHue 3J1eKTPOHHON MOYTHI

OJNEeKTpOHHAs Mo4YTa JOJDKHA UCIOJIb30BaThCS B YUPEKICHUH C  LEIbI0  OpraHu3aluu
oOMEHa JJICKTPOHHBIMH COOOIICHHSAMH MEXIYy paOOTHUKAMHU U CyObeKTaMu WH(OPMAIMOHHOM
0€3011aCHOCTH.

[Tpu rcnonb30BaHUM 3JIEKTPOHHOM MOYTHI 3alPELAeTCs:

oOMeH nHopmanueit 17 cayxeOHOro MoJIb30BaHMs, a TAK)Ke HHPOpPMaLUel OrpaHHYEHHOTO
JI0CTYIa;

MPEAOCTABICHHUE JIOCTYIA K 3JIEKTPOHHOM MOYTE C UCHOJIb30BAHUEM JAHHBIX CBOEH YYETHOU
3allCH TPEThUM JIMLAM;

nyOJIMKaIKsl CBOETO CIIY)KEOHOro ajpeca 3JIEKTPOHHOM IMOYTHl B 3JIEKTPOHHBIX KaTajorax,
Ha OMCKOBBIX MAIlIMHAX U IPYTUX pecypcax ceTu HTepHeT B LelsX, He CBA3aHHbBIX C UCIIOJIHEHHEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

HOJMMCKA MO IEKTPOHHON MOYTE Ha pa3IMyHble PEKJIaMHbIE MaTepUallbl, JUCThl PACCHUIKH,
AJIEKTPOHHBIE >KYPHAJIbl M T.[., HE CBSI3aHHBIE C BBINOJIHEHHEM I10Jb30BATENEM JOHKHOCTHBIX
00s13aHHOCTEI;

OTKpPBITHE (3allyCK Ha BbIIOJIHEHHE) (QailioB, IOJYYEHHBIX IO OJJIEKTPOHHOH MOYTE
WM U3 pecypcoB cetd MHTepHer, 0e3 MpenBapUTEIbHOM NPOBEPKU MX aHTHUBUPYCHBIM
IPOrpaMMHBIM 00€CIIEYEHUEM.

Padora B ceTsix 00111€ro MOJIL30BAHUSA

VYupexeHue ocTapisieT 3a co00i MpaBo OJIOKUPOBATh WK OrpaHUYUBATh JOCTYI paOOTHUKAM
K CETSIM CBSI3U OOILEro Mojib30BaHMs, B TOM uucie ceTu VIHTepHeT, cofepKaHue KOTOPhIX HE UMEET
OTHOIIEHUS K UCTIIOJIHEHUIO TOJDKHOCTHBIX 00sI3aHHOCTEH, a TaKke K MH(POPMAIIMOHHBIM pecypcam,
COIEp)KaHME M  HAIPABJICHHOCTh KOTOPBIX 3alpelleHbl 3aKOHOJATEIbCTBOM Poccuiickoi
denepanuu.

Wudopmaius o mnocemaeMbix pabOTHUKAMU Y4UpexaeHHUs HHPOPMAIMOHHBIX PECYpCoB
IPOTOKOJINPYETCS IS MOCIEAYIOIIEro aHaIu3a U, IPH HEOOXOIUMOCTH, MOXKET OBITh MPECTaBICHA
PYKOBOJUTENSAM CTPYKTYPHBIX MOJpa3JelieHUll, a TakKe PpYKOBOIUTENIO YUpEeKISHUS  JUIs
KOHTPOJIAL.

ITpu ncnons3oBanuu cetu MIHTEpHET 3anpenieHo:

UCIIOJIb30BaTh IPEIOCTABICHHBIN YUpEXKIEHUEM IOCTYI B CETh MIHTEPHET B TMYHBIX LENSIX;

UCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE NMPOTPAMMHBIE M NPOTrpaMMHO-alapaTHbIE CPEICTBA,
NO3BOJISAIOLIME TOTYYUTh HECAHKLIMOHUPOBAHHBIN JOCTYI K cetu MHTEpHeT;

nyOJIMKOBaTh, 3arpyXaTb W paclpOCTPaHATh MaTepuaibl COJAEpKallue HEJOCTOBEPHYIO
uHpopmanuio o YupexaeHuu, a Takxke panbcuduuuponats cBoil IP-agpec.

Pe3epBHOe KOMMpPOBaHHE U BOCCTAHOBJIEHHE JAHHBIX

OcyiecTBieHHE PE3EPBHOIO KOTMPOBAHUS IOJDKHO OCYILIECTBIIATHCS IS

uHpopmaruu  obpabatbiBaeMoil Ha (ail;ioBOM cepBepe U CepBepe MPHIOKEHUH,
UH(POPMALIMOHHOM CUCTEMBI;

pabounx MEeCT aIMUHUCTPATOPOB UHPOPMAIIMOHHON CHCTEMBI.

YacToTa M peXUM pPE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOObBI
o0ecnevynTh MUHUMAJIbHYIO TIOTEPIO IaHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHHE.
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Hactpoiika pe3epBHOTO KOIMPOBAHUSI M BOCCTAHOBIICHHUS PECYPCOB HH(POPMAIIMOHHBIX CHCTEM
I'BOY rumuaszus Ne52 Ilpumopckoro paiiona Cankr-lIletepOypra gOJDKHBI —TPOBOAMTH
YIIOJTHOMOYEHHBIC PAOOTHUKHU Y UPEKICHUSI.

PezepBHOe  KONMUMpOBaHHWE JOKHO  OCYLIECTBIATHCS B aBTOMAaTHYECKOM  PEKUME
C TMPUMEHCHHEM OTEUECTBEHHOTO CIHEIUAIM3HPOBAHHOTO CPEJICTBA PE3EPBHOTO KOMHPOBAHUS
C JCHUCTBYIOHIMM CEepTU(UKATOM COOTBETCTBHUS MO TpeOOBaHUSAM O€30MacHOCTH HH(pOpManuu
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUSA K ITIPOLIECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHON BE30IACHOCTBIO

MoOHMTOPUHT MH(OPMALMOHHOM 0€30MMACHOCTH

Ha moctosiHHO! OCHOBE IOJKEH MPOBOAMUTHCS KOMIUIEKCHBIM aHATU3 (YHKIIMOHUPOBAHHS
UH(QOPMALIMOHHOW  CHUCTEMbl ~ YUpEXAEHUS U BO3HHMKAIOIUX COOBITUH HMH(OPMAMOHHON
0e30nacHOCTH.

[Tponiecc MOHMTOpHHra CUCTEMBI ObOecredeHus HH(OpPMAMOHHONW Oe30MacHOCTH JOJIKEH
BKJIIOYATh B ce0s1 KOHTPOJIb OPTaHU3AIMOHHBIX M TEXHHUECKUX Mep I10 3aluTe HH()OpMAINY, aHAIIN3
napamMeTpoB KOHPUrypaluu 1 HACTPOUKH CPEJCTB 3aLUThI HH(OPMALIHH.

IIpn npoBeneHUM KOHTPOJIBHBIX MEPOIPUATHUN, CBSA3AHHBIX C OLEHKOW peanu3aluud Mep
1o 3ammre MHPOpPMALUU B YUPEKICHUH, YIIOJTHOMOYEHHBIE PAOOTHUKH JIOJIKHbI
IPUIEPKUBATHCS CIEAYIOIUX TPUHIIUIIOB!

He HapylaTh () yHKIMOHUPOBAHUE JESTEIBHOCTH Y UPEkKACHUS;

JEICTBOBATh B COOTBETCTBUM C YTBEP)KJIEHHBIMU OpraHU3al[MOHHO-PACIOPAIUTEIbHBIMU
JOKYMEHTaMH YUpeXJeHHUs IO 3aluTe HHpopMauuy,

HE CKPbIBaTh (PaKThI BBISBJIEHHBIX COOBITUI MH(POPMALIMOHHON O€3011aCHOCTH;

0(OPMIIATH OTUETHI, TOITBEPHKAAIOLINE BBINOJIHEHUE MEPOIPUATHH 110 3aluTe HHPOPMALIUH.

Wudpopmanus, nojgydyeHHass B XOJ€ IPOBEIEHUS KOHTPOJUPYIOIIUX  MEPOIPHUITUN
0 JEHCTBUAX, COOBITUSX M IapamMeTpax, MMEIOIIUX OTHOLIEHME K peajHu3allud Mep IO 3aluTe
uH(pOpMaLUK, JODKHA KOHCOJUAMPOBATHCS W XPAHHUTHCS B MECTaX, HUCKIIOYAIOIIUX IOIyYCHUE
K HEll HECAHKIIMOHUPOBAHHOTO 1OCTYIIA.

MOHUTOPHHT JaHHBIX O 3apPETUCTPHUPOBAHHBIX COOBITHSX HH(DOPMAIMOHHOW 0E€30MacHOCTH
JIOJKEH TPOBOJUTHCS, IO BO3MOXKHOCTH, C UCIOJIB30BAHUEM CHCTEMbI MOHMTOPHMHIA MHIMJIEHTOB
MH(POPMAIIMOHHON O€30MacCHOCTH WJIM BCTPOEHHBIX MEXaHHW3MOB HACTPOWKH W ayAuTa COOBITUH
B TPOTrPaMMHBIX M MPOrpaMMHO-AaNNapaTHBIX CPEJICTBAX, MCIOJIb3YEMbIX B HH(POPMalMOHHON
UHPPACTPYKTYpE YUpexKaeHHUS.

Ynpasienue puckamMmu

OmnpeneneHne BHYTPEHHHMX TpeOOBaHUHM MO 3amuTe MH(OpMAIUH, JOJKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax NpPOBEJCHMS aHaJu3a PHCKOB HApPYLIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTU
JUI UHQOPMALMOHHBIX PECYPCOB Y UPEKICHHUS.

OCHOBOH OLIEHKH PHCKOB JIOJDKHA OBITH OLIEHKA YCJIOBUM M (PaKTOPOB, KOTOPbIE MOTYT CTaTh
NPUYMHON HapyLIEHUS LETOCTHOCTH, KOHPHUIESHIIMATBHOCTH U JOCTYITHOCTHU /7151 MH()OPMAIIMOHHBIX
pecypcoB YupexaeHus.

Pe3ynpTaToM mHpoBeleHUs aHATU3a PUCKOB JIOJDKEH ObITh pa3pabOTaHHBIM KOMILJIEKC Mep,
HalpaBJIEHHBIX Ha CHM)KEHHUE BO3MOKHOTO HEraTHBHOIO BIIMSIHMSI Ha OCHOBHYIO JE€SATEIbHOCTh
VupexaeHuss MNpU pealu3allud TOM WJIM MHOW yrpo3bl 0€30MacHOCTH MHPOpMALUU U
o0OecrieunBalOIMX B JajbHEHIIEM JOCTaTOYHBIA YPOBEHb 3AIUIIEHHOCTH HH(OPMALMOHHBIX
CUCTEM YUpEeKICHUS.

YupasJieHue HHIHIEHTAMU HH(POPMALMOHHOI 6e301acCHOCTH

s obecrieuenust 3 HeKTUBHOTO pa3pelieHuss HHIUACHTOB HH(OPMAIIMOHHON 0€301MacHOCTH
B YupexJeHUU, MUHUMH3ALHUHU TOTEPh U
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YMEHBIIEHUS PUCKA BOSHUKHOBEHUS TIOBTOPHBIX HHLUEHTOB I0JIKHO OCYILECTBIISITHCS YIIPaBIECHUE
WHIUACHTaMU HHGOPMAIIMOHHON O€30TTaCHOCTH.

Jns yrnpaBiieHUsT MHUMACHTAMM MH(MOPMALMOHHOM O€30MacHOCTH [JOJDKHA OBITh CO3/laHa
ciy)k6a MOHMTOPUHTA M PearupoBaHUsl HA MHIMICHTHI MH()OPMAIIMOHHONW 0€30MacHOCTH, KOTOpast
IIOCPEJCTBOM KOMIUIEKCA CPEIACTB M MEpONpHUATHHA Juisi cOopa M KOHCONMIALMM HH(pOpMaLUU
00 MHLIMJEHTAX pELIAeT JaHHYI0 3a7ady. B OTHOIIEHHMH KaKI0ro MpOU30LIEAIIEr0 HHLIMIEHTA
paOOTHUKAMU U3 CHOYXObl MOHHUTOPHHIA W pearupoBaHMsl Ha MHUUAEHTH HMH(OPMAIMOHHOI
0€30MacHOCTH JIOJDKEH BBIIOJTHATHCS €r0 aHaiu3, U pa3paboTka 3((EeKTUBHBIX MEp pearupoBaHUs
Ha JaHHbIM MHIIUJICHT.

AyauTt cucrembl obecniedyeHnst HHGPOPMAHOHHOM 0e301ACHOCTH

B mensx oueHKH TeKymero ypoBHS HMH(OPMAIMOHHOW O€30macHOCTH YUpexkIeHHs Ha
pEryJsIpHOM OCHOBE JIOJDKEH IPOBOJIUTHCS ayAUT MH(MOPMALMOHHON O€30MacCHOCTH.

BuyTrpenHune aynuThl JOJDKHBI  BBIMONMHATHCA pabotHukamu [BOY rumHazus  Neb2
[Tpumopckoro paitona Cankt-IletepOypra. B uncio 3amay, penaemMpIx Mpy MPOBEJACHUN BHYTPEHHUX
ayauTOB MH()OPMAIIMOHHON 0€30MacHOCTH, BXOIAT!

cOop M aHaMM3 MCXOMHBIX JAHHBIX 00 OpPraHU3alMOHHONW M (YHKIHMOHAIHHOH CTPYKTYype
MH(POPMALMOHHBIX CUCTEM, HEOOXOIUMBIX JUISI OLIEHKH COCTOSIHUSI CHCTEMBI 3aIIUTHl HHPOPMAIIH;

aHaIU3 YTBEPXKJIEHHBIX OPraHU3aLUOHHO-PACIIOPSAIUTEIbHBIX JOKYMEHTOB [0 3alluTe
MH(POPMALIUU HA TPEAMET UX MOJHOTHI ¥ dPPEKTHBHOCTH, a TaKKe (POpMHUPOBAHNE PEKOMEH AL
0 UX A0pabOTKe WU pa3pabOTKH HOBBIX;

o0ocHoBaHHEe (UHAHCOBOW A(P(HEKTUBHOCTH BHOBb MNPUOOPETAEMBIX CPEJICTB 3aIIUTHI
uHpopMaIuuy,

IpOBEpKa MPaBMILHOCTH BEIOOpA M HACTPOIKHU CPEICTB 3aIUTHI HH(OpMaIuu, GopMHpPOBaHHUE
NPeAJIOKEHUH MO HCIOJIb30BAHUIO MMEIOIUXCA CPEICTB 3alUThl MH(OpMAIUU AJs MOBBIILIECHUS
YPOBHS HaA&KHOCTM U 0€30MacHOCTH HMH(POPMAILMOHHBIX CHCTEM YUpEXKJIECHUS;

aHaJIU3 OTYETOB [0 MPOM3OLICIIIMM HHUUAEHTaM HH(OpPMAMOHHOW 0e30macHOCTH
U MIPUHATBIM MEPaM [0 UX PA3PELICHUIO.

IToBbIlIEHME OCBEIOMJICHHOCTH PA0OTHHKOB

B pamkax opraHu3anuu KOMIUIEKCHOTO IPOTHUBOJEHCTBUSL  yrpo3aM 0€30IacHOCTH
UH(pOPMALIUY, HMCXOJAIIUM OT PAaOOTHUKOB YUpEexIAEeHUS JOJDKHA
MOCTOSTHHO MOBBILIATHCSI UX OCBEJOMJIEHHOCTh B 00J1aCTH 3aIllUThl HH(OpMAIUH.

[ToBbIlIeHHE OCBEIOMIEHHOCTH PaOOTHUKOB YUpPEKIECHUS OCYILECTBIISETCS:

[0 CYUIECTBYIOIIUM B YUpPEKICHUH OpraHU3allOHHO-PacOPSIAUTEIbHBIM JOKYMEHTAM,

[0 MPUMEHSAEMBIM B YUpeXJIEHHUH MepaM 3alUThl HH(OpMALHH,

0 MTPaBUWJIBHOMY MCIOJIB30BAaHUIO CPEJICTB 3aLIUTHl HHPOPMAIUH.

7  3AK/IIOYEHHUE

[Ipu u3mMeHeHHMH JEHCTBYIOLIEro 3aKoHoAarenbcTBa Poccuiickoit ®exnepanuu B oOnacTu
3alUThl MHOpPMAIMK, a TaKXKe OpPraHU3aIMOHHO-PACIOPSAUTENBHBIX JOKYMEHTOB YUpEKICHUS
Hactosmass llomuTka M M3MEHEHHs K HEH NPUMEHSIOTCS B 4YacTH, HE IPOTUBOpEYallel
BHOBb MPHUHATHIM 3aKOHOJATEIbHBIM M HMHBIM HOPMAaTHBHBIM aKTaM, a TaKXe BHYTPEHHUM
JIOKYMEHTaM Y YpEexKICHUS.

Bce TpeGoBaHus, yCTaHOBJICHHBIE JEHCTBYIOUIUM 3aKOHOJATENILCTBOM Poccuiickoit
®enepanyy, MOA3aKOHHBIMM aKTaMU M JOTOBOPHBIMH OTHOLIEHMSIMH, a Takxke mnoaxon ['bBOY
TUMHAa3Us Ne52 ITpumopckoro paiioHa Cankr-IlerepOypra
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K 00ECIEYEHUIO COOTBETCTBUS 3TUM TPEOOBAHUSAM JIOJKHBI OBITH SIBHBIM OOpa3oM OIPENIEICHBI,
JOKYMEHTHPOBAHBI U MOICPKUBATHCS B AKTYyaIbHOM COCTOSIHUH.

YupexxaeHneM B HPUOPUTETHOM HANPABICHUH JIOJDKEH

paccMaTpuBaThCA nepexoa a MPOorpaMMHOro oOecreueHue

OTEYECTBEHHOTO MNPOM3BOAMTENS, BKIIOYCHHOTO B EIUHBIH PEEeCTp POCCHHUCKUX HpPOTpaMM JUIs
SJIEKTPOHHBIX BBIYMCIUTENIFHBIX MallMH M 0a3 MaHHBIX. B TOM 4mcie mo YacTu CepBEpHOTrO,
KOMMYTAIlMOHHOTO OOOPYIOBaHUS M MPOrPAMMHO-ANIapaTHBIX CPEICTB BKIIOYCHHBIX B EnuHbIM
peecTp POCCUMCKON paMO3JIEKTPOHHON TPOLYKIIUH.

[lepecMoTp W BHeCeHHE M3MEHEHHMH B HacToAmyl [lOMUTHKY  OCYIIECTBISIOTCS
Ha NMEPUOIMYECKON U BHETIJIAHOBOW OCHOBE.
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